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Authority

The policies described in this document are based o
requirements found in the following codes, policies
regulations, laws, standards and guidelines:

Code of Virginia § 2.2-603(F)
Directors)

(Authority of Ageng

<

Code of Virginia, 82.2-2827 (Restrictions on state
employee access to information infrastructure)

Code of Virginia 82.2-3803 (Administration of syste
including personnel information; Internet privaaylipy)

Code of Virginia, §2.2-3800
(Government Data Collection
Practices Act)

Code of Virginia, Chapter 52

TANIF Manual 103.1 (1/20/97), Purpose of Safeguzgdi
of Information and Scope of Regulations

VDSS/DCSE Manual, Chapter 2
Confidentiality/Information Release

USDA/FNS 7 CFR .72.1(c), 272.1(d), Disclosure |of
Information

HHS 45 CFR 303.21 and 45 CFR 303.105

IRS Revenue Procedure Section 6103 (L)(7)(b),
Disclosure of Information to Federal, State, anccdld
Agencies

Public Law 100-235, Computer Security Act of 1987
Virginia Social Service Laws 63.2 (2002)

(11/1/96),

Virginia State Library and Archives, Records Reiamt
and Disposition Schedules (RM-2) (7/94)

ITRM Policy SEC500-02
ITRM Standard SEC501-01
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Scope

This policy applies to:

All Individuals (VDSS employees, employees of local social
service agencies (LSSA), contractors, vendorgjntekers, work
experience personnel and other persons and organgawho
have a need to use DSS related information or nmtion
processing systems;

All information and information processing systeassociated
with the Department of Social Services; and

All information and information processing systeassociated
with other organizations which the Department ofci8lo
Services uses, including but not limited to SSA,XTARS,
DMV, and VEC.

In accordance with th€ode of Virginiag§ 2.2-603, § 2.2-2009,
and § 2.2-201Ghe VDSS is responsible for complying with
Commonwealth ITRM policies and standards and censig
Commonwealth ITRM guidelines issued by the CIO. In
addition: ‘The director of every department in the executive
branch of state government shall report to the €hiéormation
Officer as described in, aknown incidents that threaten the
security of the Commonwealth's databases and data
communications resulting in exposure of data pretcby
federal or state laws, or other incidents comprangsthe
security of the Commonwealth's information techgplsystems
with the potential to cause major disruption to mad agency
activities. Such reports shall be made to the Chiéfrmation
Officer within 24 hours from when the departmeiscdiered or
should have discovered their occurrence.”

and DisseminatiorRegulatory References

Privacy Act of 1974.

Internal Revenue Codes 6103(d), 6103(b)(4),64rB(p).
3. Social Security Act paragraphs 464 and 1137.

4. Children's Online Privacy Protection Act.

5. Family Educational Rights and Privacy Act.

6. Executive Order of Critical Infrastructure Pwiten.
7

8

N

Federal Child Pornography Statute: 18 U.S.C282
. FDACFR 21, Part 11.

9. Executive Order 13231

10. USA Patriot Act of 2001.

11. Bank Secrecy Act.

12. Virginia Computer Crime Ac€ode of Virginia §18.2-
152.3.,4., 5., and 6.

13. Library of Virginia Records Management Progr@uode of
Virginia, Title 42.1, Chapter 7, sec 42.1-85.

14. California Database Breach Notification Act.

15. Federal Information Security Management A¢SFA).

16. Notification of Risk to Personal Data.

17. Office of Management and Budget (OMB) Circuiat 30.

18. Tax Information Security Guidelines For Fedle®sate and
Local Agencies Publication 1075

Definitions SeeGlossary
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1. INFORMATION SECURITY POLICY STATEMENT
1.1 Background
The Virginia Department of Social Services (VDSS) refieavily on the application of
information technology for the effective delivery of benefit and sesyitegrams. Rapid and
continuing technical advances have increased the dependence dfidiaisahagencies on
information systems. The value of VDSS information, software, hasjwelecommunications,
and facilities is an important resource and must be protected.
1.2 Guiding Principles

The following principles guide the development and implementation of VBS&nation
security management and practices.

a. Information is:
1. A critical asset that shall be protected.
2. Restricted to authorized personnel for official use.
b. Information security must be:
1. A cornerstone of maintaining public trust.
2. Managed to address both business and technology requirements.
3. Risk-based and cost-effective.

4. Aligned with VDSS priorities, prudent industry practices, and government
requirements.

5. Directed by policy but implemented by business owners.
6. Everybody's responsibility.
1.3 Purpose

The purpose of the DSS Information Security Policy is to:

a. Promote information security awareness to individuals using VDS8reg and
information;

b. Make each of us aware of our duty to protect VDSS’ information ancdhiafoosn
processing systems;

Ensure the confidentiality, availability, and integrity of data;

Reduce the risk of data loss by accidental or intentional modificatiotpglise, or
destruction; and

e. Preserve VDSS's rights and remedies in the event of such a loss.
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1.4 Statement of Policy

The Commissioner is responsible for the security of the Depat'sraata including case records
and documents containing client or confidential information; and for tappgopriate steps to
secure Department IT systems and data through the Department’sdtiéori®ecurity Program.
This policy and related standards provides the minimum security requiethat apply to all
divisions, offices and local social service agencies. Excegptiothis policy must be clearly
documented, reviewed and approved by the VDSS Information Security Qf8€ar.

The function of the policy is to protect the VDSS’ information adsets creditable threats,
whether internal or external, deliberate or accidental. It is the paflithye VDSS to use all
reasonable security control measures to:

a. Ensure confidentiality of department information by protectinmadment information
and information systems against unauthorized access or disclosure;

Maintain the integrity of department data;

Meet requirements for availability of information and infation systems, allowing the
department the ability to provide services and benefits to its customer

e. Meet federal, state and other regulatory and legislativereaggemts; and

f. Ensure business continuity in the event of a catastrophic event.

Violations of this policy must be reported to the approprifitesion/office/agency director and
the VDSS Information Security Officer. Depending on the seveaityemployee who violates
these policies may receiae Standards of Conduct Offense. Violations of state and lawal
will be reported to the appropriate law enforcement autheriti®rosecuting action may be
undertaken if a person knowingly and intentionally violateslaogl, state or federal laws or use
any VDSS related information, information processing systemsqgaipment for fraudulent,
extortive or destructive purposes.

In the case of lost or missing computer equipment or software, notifigatist also be made
immediately to the Information Security Officer.
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2. ROLESAND RESPONSIBILITIES
2.1 Policy

Each division, office, region, district and local social servicaegenust have an effective
security administration function in place. For an information secpragram to be effective,
someone in each division, office, region, district and local sociakseagency should be
assigned the responsibility for administering the security prograneiinunit. The individual
selected should be cognizant of data processing and information securityémtals and
possess sufficient abilities to understand, implement and enforce ationnsecurity policies and
procedures.

Each division, office, district, region and local social serviesag must designate a security
officer and at least one backup security officer whose respongsibitib ensure compliance with
the VDSS Information Security Policies and Standards.

2.2 Commissioner

The Commissioner is responsible for the security of the Depat'sriaformation Technology
(IT) systems and data including case records and documents contaiemgckionfidential
information. The Commissioner, through the Information Security Unigsisansible for
assuring that Information Security Policies are developed and distlibuall VDSS and local
social service agency staff, contractors, vendors and other pensbosyanizations who have a
need to use VDSS related information and information processingrnsysiehe Commissioner is
responsible for final interpretation of this policy.

The Commissioner’s responsibilities include the following:

a. Designate an Information Security Officer and Backup Informatioari8e©fficer for
the Department and ensuring the shortest practicable reportindditfee Commissioner.

b. Maintain an IT security program that is sufficient to proteetDepartment’s IT systems
and the program is documented and effectively communicated.

c. Approve a business impact analysis (BIA), a risk assessment (RiAg, @ontinuity of
Operations Plan (COOP) to include an IT disaster recovery plan.

d. Facilitate the communication process between data procesdirngnstthose in other
areas of the Department.

e. Establish a program of IT security safeguards.
f. Establish and provide for an IT security awareness and training program

g. Provide the resources to enable employees to carry out their respiesituili securing
IT systems and data.

h. Maintain compliance with IT Security Audit Standards.

i. Accept residual risk as described in section 2.5 of the IT Security Aaaitt&d (COV
ITRM Standard SEC5007-00).
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2.3 Division/Office/District/Regional /L ocal Agency M anagement

Managers at all levels are responsible for the security départment’s IT systems and data
including case records and documents containing client or confidentighimtion under their
jurisdiction. They shall take all reasonable actions to provide adesp@igty and to escalate
problems, requirements, and matters related to IT security to the tHejredsnecessary for

resolution.

Division, office, district, regional and local social serviceraxyedirectors are responsible for:

a. Appointing security officers and backup security officers;

b. Implementing, and enforcing procedures within their units which ensureiaoogivith
VDSS Information Security Policies and Standards;

c. Ensuring violations or suspected violations of VDSS Informationr§g®olicy are
reported to the DSS Information Security Officer; and

d. Ensuring that all users of VDSS information and information systeanaade aware of
VDSS Information Security Policies and Standards and receive contingungfyse

training.
2.4 All Personnel

All personnel including VDSS employees, local social service agemgyoyees, contractors,
volunteers, business partners, and any other users of VDSS informatemsgsd resources are

responsible for the following:

a. Reading and complying with the Department of Social SehisEsmation Security
Policies.

b. Reading and signing the Information Security Policy Acknowledgemdp\(IS

c. Doing everything reasonable within their power to ensure thateparinent's
Information Security Policy is implemented, maintained, and enforced.

d. Reporting breaches of information security, actual or suspected, tpigigro
management and the VDSS ISO.

e. Taking reasonable and prudent steps to protect the securitgystéms and data to
which they have access.

2.5 Information Security Officer (1SO)

The Information Security Officer is responsible for developing and magdge Department’s
Information Security Program. The ISO duties are as follows:

a. Develop and manage an IT security program that meets or exceedgitegments of
COV IT security policies and standards in a manner commensurate with risk.
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b.

Develop and maintain an IT security awareness and training progr&agartment and
local social service agency staff, including contractors, volunseetservice providers.

Coordinate and provide IT security information to the VITA CISCegasired;
Implement and maintain the appropriate balance of protective\vetud corrective
controls for VDSS IT systems commensurate with data sensitiakyand system

criticality.

Mitigate and report all IT security incidents in acarde with §2.2-603 of th€ode of
Virginia and VITA requirements and take appropriate actions to prevent neceirre

Maintains liaison with the Commonwealth’s CISO.

2.6 VDSS Information Security Unit

The VDSS Information Security Unit is responsible for providing techmi¢afation, security
assistance, and fostering and overseeing the Department's informatiaty peagram. Specific
responsibilities include but are not limited to:

a.

Providing technical assistance to divisions, offices, districtgomegnd local social
service agencies in developing, implementing and administering theifitggrograms
and procedures;

Developing, maintaining and disseminating Information Security Politasd&ds and
Guidelines, ensuring their uniform interpretation and implementation througtabet
VDSS offices and local social service agencies;

Participating in VDSS System Development activities to ensure an@pgie level of
security, confidentiality and availability is provided to VDSS syste

Performing business impact analysis and risk assessment studi€&3st information
technology systems;

Developing, maintaining and disseminating a disaster recovery plan foivisen of
Information Systems and performing an annual disaster recovery test;

Training workers on the security features of VDSS’ systems; and

Reviewing security incident reports and coordinating corrective atctiprevent a
similar occurrence. Investigate alleged security breaches.

2.7 Security Officers

Division, office, district, regional and local social service agesgcurity officers serve as the
point of contact for all security related matters in their @wis, offices and agencies. Security
officer are empowered by their director to make decisions regarding tieetjpo of VDSS
information, resources and user access privileges to ensure f88ation and resources are
protected from misuse or abuse. Security officers are responsible fo
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b. Verifying the access privileges of active employees.
c. Communicating security-related events to the VDSS ISO.
d. Attending annual security training sponsored by VDSS.

e. Providing security training to their locstaff annually.

2.8 System Owner (VDSS Division Directors and their designees)

The System Owner is the Department manager responsible d&ingn system-related
development and maintenance decisions and establishing prioki¥igls.respect to IT security,
the System Owner’s responsibilities include the following:

a. Require that all IT system users complete required IT dgcamiareness and training
activities prior to, or as soon as practicable aftegivétg access to the system, and no
less than annually, thereafter.

b. Manage system risk and developing any additional IT securityig®land procedures
required to protect the system in a manner commensurate with risk.
c. Maintain compliance with VDSS IT security policies and stamslan all IT system

activities.

d. Maintain compliance with requirements specified by Data Osvi@r the handling of
data processed by the system.

0]

. Designate a System Administrator for the system.

2.9 Data Owner (VDSS Division Directors and their designees)

The Data Owner is the Department managsponsible for the policy and practice decisions
regarding data including case records and documents containing client or aaifidrmation
and is responsible for the following:

a. Evaluate and classify sensitivity of the data.

b. Define protection requirements for the data based on the s#nsifithe data, any legal
or regulatory requirements, and business needs.

c. Communicate data protection requirements to the System Owner.

d. Define requirements for access to the data.
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210 DataOwner (Local Social Service Agency Directors)

Directors of Local Social Service Agency that enter data suppli&DISS into local systems are
responsible for the security of the local Information Technologygy$)ems and data contained
therein. The local director is responsible for assuring that Infam&ecurity Policies are
developed and distributed to all local social service agency statfactors, vendors and other
persons and organizations that use local systems that procesge M3&S provided

information. The local director is responsible for final intetation of local IT Security Policy.

The local director’s data ownership responsibilities include:

a. Establishing and maintaining an IT security program for local sgsteahprocess or
store VDSS provided information (i.e. Harmony, EZ-filer) that includes

e Developing and distributing Information Security Policies and Standasals t
individuals who use local systems that process or store VDSS provided
information.

e Establishing and providing IT security awareness and training releviodal
systems.

b. Providing for both physical and logical separation of duties by ensuring no ona pers
has sole control of sensitive processes.

2.11 Data Custodian

Data Custodians are individuals or organizations in physical or Iqgpsskession of data for Data
Owners.Data Custodians are responsible for the following:

a. Protect the data in their possession from unauthorized acdesatiah, destruction, or
usage.

b. Establish, monitoring, and operating IT systems in a manner camswgith VDSS IT
security policies and standards.

c. Provide Data Owners with reports, when necessary and applicable.

2.12 System Administrators (VDSS Division of Information Systems)

The Systems Administrator is an analyst, engineer or consultant whreniewis, manages and/or
operates a system or systems at the direction of the System OwnerCatd/Qustodian. The
Systems Administrator assists department management in the-day-&oministration of the
department’s IT systems and implements security controls and other negpiiseof the
department’s IT security program on the IT systems for which the Systémmiatrator have
been assigned responsibility. Systems administrators are appointed byéneridat's Chief
Information Officer (CIO).
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3. Lawsand Penalties
3.1 Laws
Privacy Act of 1974 Provides that unauthorized access to or disclosure of personal itvdorma

in any manner to any person or agency not entitled to receive it is ameder. Violators are
subject to a fine of not more than $5,000.

Internal Revenue Code (IRC 7213 & 743PBrovides that unauthorized disclosure of any
information provided by the IRS is a felony punishable by a fine not to exceed $5,000 or
imprisonment for not more than 5 years or both. Taxpayers may also brinaction for
damages sustained by the plaintiff as a result of such unauthorizieduatiec

Fair Credit Reporting ActUnder this law, obtaining information under false pretenses or
unauthorized disclosure of information is punishable by a fine of up to $5,000 or o'se yea
imprisonment or both. Consumers may also bring civil suit for damages they sasththe
court may also award a civil penalty of up to $1,000 for knowing and willful idoisit

Freedom of Information ActThis act opens agency records to the public but requires the agency
to ensure that policies and procedures are in place to review requesfsrination and deny

release of protected and sensitive information. It provides forlgeivalty of up to $1,000 for
knowing and willful violations.

3.2 Penalties

Employees who violate the I nffor mation Security Policy may be subject to a Standar ds of
Conduct. Violations by othersmay result in actions which Executive M anagement deems
appropriate. VDSS cooperateswith law enfor cement agenciesin the investigation and
prosecution of any violations of these laws.
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4. 1T SECURITY PROGRAM

The VDSS ISO is charged with developing and administering the VDS Uifitygorogram in a
manner that meets Department business needs, protects IT systenis ama daanner
commensurate with data sensitivity and risk, and, at a minimum, mee¢gjtheements of COV IT
policies and standards. VDSS requirements for the implementation ofltveirig IT Security
Program requirements can be found in the VDSS Information Security Stand&hile the majority
of these security program components are VDSS’ responsibilitye thivastructure related
components are the responsibility of VITA/NG.

4.1 Risk Management

This policy and related standards are based on protecting VDSS systedeabased on
sensitivity and risk, including system availability needs. Acecwlgi Risk Management is a central
component of the Department’s IT security program and allows the Departmekrtetmine how
these factors apply to its IT systems.

The first step in Risk Management is a Business Impact Analysis (BIA)isE process of
analyzing the Department’s business functions, to identify those éhassential or those that
contain sensitive data, and assessing the resources that support theme. pegodses of IT security,
the BIA identifies those business functions that are essential ovénsehsitive data and that are
dependent on IT. This analysis is necessary in order to determine the iapptepel of protection
for IT systems and the data they process.

After completing the BIA, the Department will document and charactédrézg/pes of data it
handles, and classify the sensitivity of IT systems and data for useRMsthAssessment (RA)
process. Sensitivity must consider the elements of availability, d=arifality and integrity.

The Department then defines, inventories, and determines ownershiplo$ystéms classified as
sensitive so that IT security roles can be appropriately assigned.

A periodic, formal RA is required for all IT systems classified as 8easWhile a formal RA is not
required for IT systems that are not sensitive, an informal risksieahould be conducted on those
IT systems and the data they handle, and to apply appropriate additional ITyszEmurols as
required. The RA process assesses the threats to IT systensartababilities of occurrence and
the appropriate IT security controls necessary to reduce theswor@mkacceptable level.

After appropriate mitigating IT security controls have been appéiative to sensitivity and risk,
based on RA results, sensitive IT systems require periodic, indepdhdgecurity Audits. These
audits are necessary to determine whether the overall protectionystéms and the data they
handle is adequate and effective. The requirements for IT Security Augithscussed in more
detail in Section 5 of this document, and infh&ecurity Audit Standarf(COV ITRM Standard
SEC502-00).

IT Security Audits may identify additional mitigating controls for $&éwes IT systems in order to
provide adequate and effective protection of the systems and the dataridésy. After applying
these controls, the final step in the Risk Management process id &mreptance by the
Commissioner or designee of any residual risk to Department’s aper&tbm sensitive IT systems.
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4.2 1T Contingency Planning

IT Contingency Planning defines processes and procedures that iplamdfexecute recovery and
restoration of IT systems and data that support essential ssigumections if an event occurs that
renders the IT systems and data unavailable. IT Contingeneyifdaincludes Continuity of
Operations Planning, Disaster Recovery Planning, and IT System Backupstodakon.

A key element of IT contingency planning is Continuity of Operatilanning, which provides a
business continuation strategy for essential VDSS businestiofili@s identified in the BIA.
These processes may or may not be dependent on IT resouree¥irgimia Department of
Emergency Management (VDEM) provides the COV guidance on CdgtimiuOperations Plans
(COOP).

Disaster Recovery Planning supports COOP by defining spedificies, processes, standards, and
procedures for restoring IT systems and data that supportiebbestness functions, on a schedule
that supports VDSS' mission requirements.

Based on related elements in the IT contingency planning protesSystem Backup and
Restoration defines plans and restoration schedules thatMb&S8' mission requirements for the
backup and restoration of data.

4.31T Systems Security

The purpose of IT systems security is to define the steps nectsgaoyide adequate and effective
protection for VDSS IT systems in the areas of IT System Hardenir@ydfems Interoperability
Security, Malicious Code Protection, and IT Systems Development Lifie Sgcurity. The
Department’s IT systems may require further security controlsifnuate protection based on the
identification of sensitivity and risk to these systems, includingesysivailability needs, identified
through Risk Management policies, processes, and procedures.

4.4 Logical Access Contral

Logical Access Control requirements define the steps necessguyotect the confidentiality,
integrity, and availability of VDSS systems and datarsgjaitompromise. Logical Access Control
requirements identify the measures needed to verify théf aystem users are who they say they
are and that they are permitted to use the systems anchdgtaré attempting to access. Logical
Access Control defines requirements in the areas of Acddanagement, Password Management,
and Remote Access.

4.5 Data Protection

Data Protection provides security safeguards for the procemsthgtoring of data. This component
of the VDSS Security Program outlines the methods that cato issfeguard the data in a manner
commensurate with the sensitivity and risk of the data storddhta Protection includes
requirements in the areas of Media Protection and Encryption.
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4.6 Facilities Security

Facilities Security safeguards require planning and appmlicaif facilities security practices to
provide a first line of defense for IT systems against dgntneft, unauthorized disclosure of data,
loss of control over system integrity, and interruption to computer services

4.7 Personnel Security

Personnel Security controls reduce risk to VDSS systems ata ka specifying Access
Determination and Control requirements that restrict actedbese systems and data to those
individuals who require such access as part of their job diResonnel Security also includes
Security Awareness and Training requirements to providéTalystem users with appropriate
understanding regarding VDSS security policies and Acceptabke rdquirements for the
Department’s systems and data.

4.8 Threat M anagement

Threat Management addresses protection of VDSS systemsdatadby preparing for and
responding to IT security incidents. This component of the Bgdarogram includes Threat
Detection, Incident Handling, and IT Security Monitoring and Logging.

491T Asset Management

IT Asset Management concerns protection of the componentsdhgirise VDSS systems by
managing them in a planned, organized, and secure fashion. Amsagément includes IT Asset
Control, Software License Management, and Configuration Manageme@hande Control.

5.COMPLIANCE

All Divisions, Offices, Districts, Regions, and Local &dcService Agencies are responsible for
ensuring compliance with IT security policies and standards. EparBnent measures compliance
with IT security policies and standards through processes that includgeemot limited to:

inspections, reviews, and evaluations;
monitoring;

audits; and

confiscation and removal of IT systems and data.

5.1 Monitoring

5.1.1 General Monitoring Activities

Monitoring is used to improve IT security, to assess appitepuae of Department IT
resources, and to protect those resources from attack. Usepaftient IT resources
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constitutes permission to monitor that use. There should be notatkpe of privacy when
utilizing VDSS IT resources. VDSS reserves the right to:

a. Review the data contained in or traversing Department IT resources.

b. Review the activities on Department IT resources.

c. Act on information discovered as a result of monitoring and disckseh
information to law enforcement and other organizations asie@appropriate by the

ClO.

5.1.2 User Agreement to Monitoring

Any use of Department IT resources constitutes consent to niogitmtivities that may be
conducted whether or not a warning banner is displayed. Users of Dapdifmesources:

a. Agree to comply with Department policy concerning the use of IT resgurce
b. Acknowledge that their activities may be subject to monitoring;
c. Acknowledge that any detected misuse of Department IT resoom@g be subject to

disciplinary action and legal prosecution.

5.1.3 User Monitoring Natification

Where possible, all IT system users will be notified by thiepldy of an authorized
Department warning banner that Department IT systems mayoheoned and viewed by
authorized personnel, regardless of privacy concerns. This sbdleat a minimum, appear
whenever the IT system user first logs on to the IT system and shall be inidulifies:curity
awareness training.

514 WhatisMonitored?

Monitoring of VDSS IT systems and data may include, but is nateihio: network traffic;
application and data access; keystrokes and user commandd; asxthinternet usage; and
message and data content.

5.1.5 Requesting and Authorizing Monitoring

The CISO or ISO when appropriate has the responsibility to authorize monosognning
activities for network traffic, application and data ascé®ystrokes, user commands, and e-
mail and Internet usage for Department IT systems and dataCISO and the 1SO shall
notify each other when appropriate.
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5.1.6 Infrastructure Monitoring

Department IT personnel are responsible for maintaining securittheir environment
through the following processes:

a. Monitoring all systems for security baselines and policy compliance
b. Notifying the CISO and Department ISO of any detected or suspected iscident
Note: Installing or using unauthorized monitoring devices is strictly ptekibi

Note: Monitoring the environment infrastructure is a VITA/Northropr@man
responsibility.

5.2 Internet Privacy

The Code of Virginiag 2.2-3803 (B) requires every public body in the COV that has amétter
website to develop an Internet privacy policy and an Interneagyi policy statement that
explains the policy to the public and is consistent with the reougnts of theCode VDSS’
Internet privacy policy and Internet privacy policy statement lbe found on the VDSS public
web page.

6. Information Security Audits

6.1 Description

The Code of Virginig 2.2-2009 gives the CIO the responsibilitydoect the development of
policies, procedures and standards for . . . performing security audits of govemat@inases and
data communications. These policies are outlined in this section; specific requirenagats
detailed in thdT Security Audit Standar(COV ITRM Standard SEC502-00).

6.2 Performanceof IT Security Audits

As required by théT Security Audit Standar(COV ITRM Standard SEC502-00), IT Security
Audits (audits) shall be conducted by CISO personnel, VDSS Internal Auditersutlitor of
Public Accounts, or staff of a private firm that, in the judgment of thEaBent, has the
experience and expertise required to perform IT security audits.

Annually, each Department is required to develop and submit to the CiS@iaplan for
Department databases. Strictly speaking, a department databasdasteoalf VDSS data
organized into files or tables with accompanying specificatibdsita objects.

For the purposes of this standard, however, the term “department dasdizdiseclude all
components of any VDSS IT system in which data resides, and shall also steliecdBata
Communications, as defined below. This definition of “department datahpgkés irrespective
of whether VDSS information is in a physical database structurg¢amsed by VDSS or a third-
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party provider. However, this definition does not include databases withgs\at have been
determined by the Department to be non-governmental.

Data Communications includes the equipment and telecommunicationgefadildt transmit,
receive, and validate Department data between and among computer systieiisg the
hardware, software, interfaces, and protocols required for the reliabésmaav of information. As
used in this section, Data Communications is included in the defipitidepartment database,
herein.

The audits conducted under the annual VDSS audit plan must measure complilaricss wit
Information Technology Security Polig@OV ITRM Policy SEC500-02) and theformation
Technology Security Standaf@OV ITRM Standard SEC501-01) IT Security Auditors also
should also use standards that measure compliance with any other apfddatsieand COV
regulations.

6.3 Documentation and Reporting of IT Security Audits

After conducting the audit, the auditor shall report the audit eeButhe Commissioner. The
Commissioner shall then require the development of a Corrective Adéinritat includes
concurrence or non-concurrence with each finding in the audit repodlleasvthe mitigation
strategies. At least once each quarter, the Commissioner or desigiesubmit to the CISO a
report containing a record of all IT Security Audits conducted by or on belthié &fepartment
during that quarter. The report must include all findings and specifinatite Department
concurs or does not concur with each. The report must also include tiseo$tatitstanding
corrective actions for all IT Security Audits previously conducted lyndoehalf of the
Department.

7. Protection of | T Resources

The CISO, in conjunction with the Commissioner through the VDS3 or other Administration
authorities as necessitated by circumstances, may authorizertfigcation and removal of any IT
resource suspected to be the object of inappropriate use atioriobf COV IT security laws or
policies to preserve evidence that might be utilized in forensic analysisemiurity incident.

8. Processfor Requesting Exceptionto I T Security Policy

If the Commissioner determines that compliance with the prog@sminthe ITRM Information
Technology Security PolicCOV ITRM Policy SEC500-02) or related standards would resudt
significant adverse impact to the Department, the Commissinagirequest approval to deviate from
that security policy requirement by submitting an exception request to 3@ (Sée the form attached
as the Appendix to this document).

If Division/Office/District/Regional/Local Agency Managentedetermines that compliance with the
provisions of VDSS Information Technology Security Polices anddeiares or related standards
would result in significant adverse impact to their Divis@ifice/District/Regional/Local Agency,
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the director or senior manager may request approval to ddwigmn that security policy requirement

by submitting an exception request to the VDSS ISO (seeothe dttached as the Appendix to this
document).

Each request shall be in writing and include a statemeailidgtthe reasons for the exception and
compensating controls. Requests for exception shall be evaluatetb@ddd upon by the CISO or
ISO as appropriate and the requesting party informed ofctimnaaken. Denied exception requests
may be appealed to the CIO of the Commonwealth or the CIO of VDSS as appropriat
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9. GLOSSARY

Access:The ability or permission to enter or pass throagh
area or to view, change, or communicate with aorinftion
resource.

Access ControlsA set of procedures performed by hardwar
software, and administrators to monitor accessitifjeusers
requesting access, record access attempts, anehprev
unauthorized access to information resources. éwacan
established relationship between a user and amuation
resource.

Access ControlThe management of admission to a system
and/or to network resources. The first part of as@ntrol is
authenticating the User, which proves the idemtftthe User
or client machine attempting to log on. The secpad is
granting the authenticated User access to speesimurces
based on VDSS policies and the permission levéiasd to
the User or User Group. (See SEC501-01, Section 13,
Paragraph 13.1)

Access Control AdministratorAn individual that is appointed
in writing by the Data Owner to perform a task ahalf of the
Data Owner. This individual may be assigned thk tasign
off on computer access forms granting access tDéte
Owner databases.

Access Point (AR)A device that connects to a wired networ
and sends and receives radio signals enablingesselccess
to a telecommunication network by wireless devices.

Accountability: The association of each logon ID with one &
only one user, so that the user can always beddackile
using an information resource, providing the apiiit know
which user performed what system activities.

Accreditation: The management approval component of the
security certification and accreditation procesd ttonstitutes
formal acceptance of responsibility for operating t
information resource at an acceptable level of risk

Administrative Security The management constraints and
supplemental controls and procedures establishprbtade an
acceptable level of protection for information resmes.

Administrator: The person responsible for applying controls
and constraints to provide an acceptable levetatiegtion and
for managing user accounts on an information resourhis
person is a privileged user.

Advanced Encryption Standard (AESAES is an encryption
algorithm for securing sensitive but unclassifieatenial by
U.S. Government agencies

Agency Head The director of a department established in th
executive branch of state government. (See SEQB)0-
Section 2: Roles & Responsibilities, Paragraph 2.1:
Management)

Agency Privacy OfficerSee Section 2: Roles &
Responsibilities, Paragraph 2.7: Agency Privacydeff
(Where Required by Statute)

e Alert: Advanced natification that an emergency or disaster
situation may occur.

Alternate Site A location used to conduct critical business
functions in the event that access to the primaciify is
denied or the primary facility has been so damaxget be
unusable.

“All personnel”: As used in this document, a term that
includes Commonwealth employees, contractors, vasndo
business partners, and any other authorized ubers o
Commonwealth information systems, applications,
telecommunication networks, data, and related ressu It
excludes customers whose only access is throuditpub
available services, such as public web sites of the
Commonwealth. These customers will only be monddos
site security purposes.

Application: A computer program or set of programs that
performs the business function for which the infation
resource is used.

k Asset:Any software, data, hardware, administrative, ptaisi
communications, or personnel resource.

Asymmetric CryptographyA class of cryptographic
ndlgorithms that uses separate keys for encryptioh a
decryption.

Attack: An attempt to bypass security controls on an
information resource. The attack may alter, releasdeny
data. Whether an attack will succeed depends on the
vulnerability of the information resource and tlffleetiveness
of existing countermeasures.

Audit: An independent review and examination of recordk an
activities to test for adequacy of controls, ensumepliance
with established policies and operational procesiusad
recommend changes to controls, policies, or prassdu

Audit Logging: Chronological recording of system activities
that is sufficient to enable the reconstructionjew, and
examination of the sequence of environments andities
surrounding or leading to an operation, a proceduran
event in a transaction from its inception to itsfiresults.
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Authenticate: To determine that something is genuine. To
reliably determine the identity of a communicatpagty or
device.

Authentication: The process of verifying the identity of a
station, originator, or individual to determine tight to
access specific categories of information. Alsmeasure
designed to protect against fraudulent transmidgsjon
verifying the validity of a transmission, messasfation, or
originator. During the process, the user enteraraenor
account number (identification) and password (autibation).

Authenticator: The material or credential used to create or
implement authentication bindings such as a paskviRIN
number, token seed, smart card seed, etc.

Authorization: Granting the right of access to a user, progrg
or process. The privileges granted to an individiyeh
designated official to access information basecdupe
individual’s job, clearance, and need to know.

Availability: The computer security characteristic that ensur
the computer resources will be available to autteatiusers
when they need them. This characteristic addrdssaaips,
alternate sites, disaster recovery, and deniatice.

Backup The process of producing a reserve copy of soéwg
or electronic files as a precaution in case thmary copy is
damaged or lost.

Baseline Security ConfigurationThe minimum set of
security controls that must be implemented inrdthimation
resources.

Biometric Device A device that authenticates people by
measuring some hard-to-forge physical propertg, lik
fingerprints, palm prints, voiceprints, facial ssaar the
strokes and timing of a signature.

Biometrics Technologiesused to identify individuals by
means of unchanging biological characteristicshsas
fingerprints; palm prints; voice prints; or facials, and retina
scans.

Buffer Overflow: The presence of more data in a buffer or
holding area than the buffer can handle. Oftentdwe
mismatch in processing rates between the prodwaidg
consuming processes. This mismatch can resulstesy
crashes or the creation of a back door leadingftomation
resource access.

Business Continuity and Contingency Plannin@he process
of developing plans and procedures to ensureltleat t
Commonwealth can continue to perform its missiothin
event of a business interruption or threat of iigtion. (See
SEC500-02, Section 15: Business Continuity and $bésa
Recovery)

Business Impact AnalysisThe process of determining the
potential consequences of system unavailabilitpss.
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Business PartnerA company or individual with whom the
Commonwealth has a contractual business relatipnshi

Campus Buildings that share telecommunication facilities

CCMP: (Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol) is the preferred gption
protocol in the 802.11 i standard.

Certificate Recordsigned by an authority holding security
information about the user such as a message switied
public key digital signature stating that a specifpublic key
belongs to someone or something with a specifiedena

Certificate Authority (CA):A trusted third-party organization

or company that issues digital certificates usederify the
nowner of a public key and create public- privatg gairs. The

role of the CA in this process is to guarantee thatndividual

granted the unique certificate is who they clairbéo CAs are

a critical component in electronic commerce becdlusg

guarantee that the two parties exchanging infoonadie
eseally who they claim to be.

Certificate Revocation List (CRL)A list containing names of
users and roles that are no longer valid withimllip key
cryptography system.

Certification: The technical analysis that establishes the extent
to which the information resource meets a specgitdf
security requirements.

Chain of EvidenceDocumentation that is sufficient to prove
continuous and unbroken possession of a confiscated
information resource.

Challenge-Responseéin authentication process that sends a
challenge to a process that requests authenticati@user or
process is authenticated only if the correct respda the
authentication request is returned.

Change Control:A management process to provide control
and traceability for all changes made to an apftinasystem
or information resource.

Chief Information Security Officer of the Commonwéh
(ClO): The CIO oversees the operation of the Virginia
Information Technologies Agency (VITA) and shalder the
direction and control of the Virginia Informatioredhnology
Investment Board (the Board), exercise the poweds a
perform the duties conferred or imposed upon hintalayand
perform such other duties as may be required bytzed.
(SeeCode of Virgina § 2.2-2005. Creation of Agency;
appointment of Chief Information Officer and SECSIE)
Section 2: Roles & Responsibilities, Paragraph ehief
Information Security Officer of the Commonwealth)
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Chief Information Security Officer (See SEC500-02, Sectiop taken to protect the data. Confidentiality refershie

2: Roles & Responsibilities, Paragraph 2.5: Direcfo
Security Services)

Cipher Text MessageAn encrypted message that cannot be
read without encryption keys or technology provitigdhe
sender.

Classified Information (National Security)information about
national defense and foreign relations of the Wh@eates that
has been determined under Executive Order to requir
appropriate protection.

Clear Text MessageA message that is sent without
encryption. Also known as a plain text message.

Client: A computer system that an end user uses to access
services hosted on another computer system caedvar.
Client may also refer to a program or part of aesysthat is
used by an end user to access services providaddiker
program (e.g., a web browser is a client that asepages
provided by a web server).

Commercial-off-the-Shelf (COTS)Software Applications
that are sold, leased, and licensed. These afplisatontain
proprietary code that is usually not released éobtlyer and is
supported and maintained by the vendor, who retams
intellectual property rights.

The Common Criteria (CC)CC addresses protection of
information from unauthorized disclosure, modifioat or
loss of use. The categories of protection reldtiintpese three
types of failure of security are commonly called
confidentiality, integrity, and availability, resptevely. The CC
may also be applicable to aspects of IT securitgida of
these three. The CC concentrates on threats tinfbatation
arising from human activities, whether malicioustirerwise,
but may be applicable to some non-human threatshlsin
addition, the CC may be applied in other area3 pbut
makes no claim of competence outside the strictaiiomwf 1T
security.

“Commonwealth" or "state’: The Commonwealth of Virginia
or any of its agencies or departmen@ode of Virginia§ 2.2-
2200. Definitions)

Compliance ReviewA review and examination of records,
procedures, and activities to assess the informaésource
security posture and ensure compliance with estaduxi
criteria.

Concept of Operations Plan (CONOPA set of procedures
and instructions for using an information resoulso known
as Standard Operating Procedures (SOPs).

Confidentiality: The computer security characteristic that
ensures an individual is given access to compesaurces
based on security clearance and need to know. This
characteristic addresses the compromise and in&dver
disclosure of sensitive information. It recognittest
Commonwealth information may be released and sHared
legitimate purposes, as long as adequate provisians
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controlled conditions in which information is shauar
released. These controlled conditions shall betiiied in
additional policies and procedures.

Configuration ManagementA formal process for authorizing
and tracking all changes to both hardware and so&wf an
information resource during its life cycle.

Contaminated Information ResourceAn information
resource that could have a detrimental impact ern#galth or
safety of personnel.

Contingency Plan:A set of documented procedures and
instructions for responding to emergencies anariesgf
normal operations following a harmful event.

Continuity of Operations (COOP) PlarA set of documented
procedures developed to ensure the safekeepiritabf v
resources, facilities, and records; the acquisibibresources
necessary for business resumption; and the catyatoili
perform work at alternate work sites until normpemtions
can be resumed in the event of an emergency attbfen
emergency.

Controlled Area A restricted work area to which physical
access must be limited because of the sensitieatmal
function performed or resources located there.

CountermeasureAn action, device, procedure, technique, or
other measure that reduces vulnerability or theachpf a
threat to an information resource.

Credential: Information passed from one entity to another that
is used to establish the sending entity’s accebdgi

Critical Business Function:A business function necessary for
the continued success of the organization. If teness
function is non-operational, the organization costéfer
serious legal, financial, goodwill, or other sesdasses.

Critical Information: Any Commonwealth information that
management has designated as essential. The losg@ption
of the information would cause significant finandass, loss
of public trust, hardship, inconvenience, or défathe
mission.

Critical Information Resource An information resource that
performs a process or function that management has
designated as essential for correct and unintexdupt
Commonwealth operations or essential for the heaidth
safety of Commonwealth personnel.

Cryptography:The protection of information by rendering it
unintelligible or unrecognizable until it reaches intended
recipient.

Data: Data consists of a series of facts or statentbatsmay
have been collected, stored, processed and/or miated but
have not been organized or placed into context.\daa is
organized, it becomes information.



Information can be processed and used to draw glered
conclusions or knowledge. (See SEC501-01, Secton 1
Subparagraph 13.1.9: Database, Data Files, and&eft
Logical Control)

Database A database is a collection of information orgaxiz
into interrelated tables of data and specificatioihdata
objects. (See SEC501-01, Section 13, Subparagiailol
Database, Data Files, and Software Logical Control)

Data classification A process of segregating data into
sensitive and non-sensitive categories. Its pursteprovide
for protecting information that is sensitive to the
Commonwealth. (See SEC501-01, Paragraph 7.3: Data
Classification)

Data Dictionary. A collection of descriptions of the data
objects or items in a data model for the benefjiroyrammers
and others who need to refer to them. A first ategnalyzing
a system of objects with which users interact islémtify each
object and its relationship to other objects. Trizcess of
analyzing a system of objects with which usersraueis
called data modeling and results in a picture ¢éatb
relationships. Each object is identified togethéhvts
relationship to other objects. (See SEC501-01,i@edd,
Subparagraph 14.1.8: Database, Data Files, and&eft
Logical Control)

Digital Certificate: A password-protected and encrypted file
that contains identification information abouthislder, a
public key, and a unique private key. An individoalserver
that wishes to send a digitally signed messagdespfar a
digital certificate from a certificate authority &L The CA
issues an encrypted digital certificate contairihre
applicant’s public key and identification informati The CA
makes its own public key readily available. Thapient of an
encrypted digital certificate uses the CA’s puliéy to decode
the digital certificate attached to the message. rEgipient
then verifies the certificate as issued by the @4 abtains the
sender’s public key and identification held witllire
certificate. With this information, the recipiergrcverify the
owner of a public key.

Digital Signatures:Attachments to an electronic message
formed by encrypting a message digest using thvatarkey of
a public key encryption pair. A later decryptioringsthe
corresponding public key verifies that the signattould only
have been generated by the holder of the privatelxgital
signatures perform three very important functidndntegrity:
A digital signature allows the recipient of a givida or
message to detect whether that file or messagbdeas
modified. 2. Authentication: A digital signature kes it
possible to verify cryptographically the identitftbe person
who signed a given message. 3. Non-repudiatiornighadi
signature prevents the sender of a message fremclaiming
that he or she did not send the message.

Data Owner: The Data Owner is the Department manager

responsible for the policy and practice decisi@garding datg
including case records and documents containingntclor
confidential information and is responsible for) exaluating
and classifying the sensitivity of the data; b)iciefy the
protection requirements for the data based ondhesitivity of
the data, any legal or regulatory requirements, lbmsiness
needs; c) communicating data protection requiresnémtthe
System Owner; and d) defining requirements for s&de the
data.

Data Security Data Security refers to those practices,
technologies and/or services used to ensure thatige
safeguards are applied appropriately to data wikighovided,
processed, exchanged and/or stored by the Comméihwea
(See SEC501-01, Section 7: Data Security)

Decryption The process of turning enciphered text back to
plain text.

Disaster Recovery PlarA set of documented procedures for
extended off-site operations, site clean up, ratitmr, and
disaster recovery should an information resourgeg&nce a
partial or total loss. Sometimes also referredsta husiness
resumption plan. (See SEC501-01, Section 15, Parhdt5.4:
Disaster Recovery Plan)

Domain Name ServiceA service that translates domain
names into IP addresses and vice versa.

Due Care:The customary practice of responsible and
sufficient protection of assets that reflects a cumity or
societal norm. Sufficient care of assets shouldhbmtained
such that recognized experts in the field wouldaghat
negligence of care is not apparent.

Due Diligence:The level of judgment, care, prudence,
determination, and activity that a person wouldsogably be
expected to provide under a particular circumstabDoe

Demilitarized Zone (DMZ):Internet area of increased securitydiligence is the prudent management and execufido®

that provides protection to Commonwealth informatio
resources that reside outside the Commonwealthniatr

Determination of Criticality: The process of determining
whether and to what degree an information resoigrcatical.

Determination of SensitivityThe process of determining
whether and to what degree an information resoisrce
sensitive.
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care.

Encryption: A means of scrambling data so it cannot be read
without the appropriate decryption methodology.

Escrow: Something held in safekeeping.

Evaluation: Investigative and test procedures used in the
analysis of security mechanisms to determine their
effectiveness and to support or refute specifitesys
weaknesses.



Executive SponsorThe business manager with oversight of]
an information resource.

Extranet: A trusted network that connects the Commonwea
to a business partner, who then has access to Cowsatth
information resources on the Intranet.

Federal Agency The United States; the President of the
United States; and any department, corporatiom@ger
instrumentality heretofore or hereafter createdjgieted, or
established by the United StateSo(e of Virginia§ 2.2-
2200. Definitions)

Firewall: Traffic-controlling gateway that controls access,
traffic, and services between two networks or netwo
segments, one trusted and the other untrusted.

Function: A purpose, process, or role.

General Support Systenan interconnected set of informatio
resources under the same direct management cavftici
shares common functionality.

Group: A named collection of users created for convenienc
when stating authorization policy.

Guest AccountsLogon IDs that allow access to information
resources through the use of a generic logon IDdbes not
utilize a password or utilizes a password knowmtwe than
one individual.

Harden: The process of implementing software, hardware,
or physical security controls to mitigate risk asated with
the Commonwealth infrastructure and/or critical aedsitive
information resources.

High Availability: A requirement that the information resour
is available 24 hours a day, seven days a week7j2dx has a
low threshold (in seconds or minutes) for down timeboth.

Identification: The process of associating a user with a
unique user ID or login ID

IEEE 802.1X An authentication specification that allows a
client to connect to a wireless access point oedvawitch but
prevents the client from gaining access to the adtwintil it
provides credentials, like a user name and passwatiare
verified by a separate server. In 802.1X, therdfmee roles:
the supplicant (client), authenticator (switch ocess point),
and authentication server.

Independent ProcesseEvaluations conducted by
independent personnel, contractors, or vendorghéopurpose
of applying rigorous evaluation standards to infation
resources. An independent process is conducted by a
organization that is separate and distinct frons¢ho
responsible for the development and operationef th
information resource.

Individual Accountability: The process of associating one a
only one user or information resource (such as rkstation or

terminal) with any action on an information resaurc

Information Assurance:A measure of confidence that the

lteystem architecture and features ensure the ailijlab
integrity, authentication, confidentiality, and Ron
repudiation of the information resource.

Information Custodians Individuals (often staff within
Information Technology) in physical or logical pession of
information for Data Owners. (See SE501-01, Sulgyaph
7.2.3: Information Custodians)

Information Resources(1) Encompasses the terms
"government information" and ‘information technojtigas
defined in OMB Circular A-130 (FEDSIM, 1993). Thatd,
software, computers, communications networks, ahero
technology that support the organization. (2) Tteecedures,
equipment, facilities, software and data whichdesigned,
built, operated and maintained to collect, recprdcess, store,

nretrieve, display and transmit information. (3)dmhation

resources include data, the processes used tortdomganto
useful information, the equipment and technologyined to
use this information and the people involved in imgloest

e use of the information.

Information Security: The protection afforded to information
in order to preserve the availability, integritpda
confidentiality of the information.

Information Security Officer (ISO):The individual who shall
be responsible for the development, implementatoersight,
and maintenance of the Department’s informationisgc
program. (See SEC500-02, Section 2: Roles &
Responsibilities, Paragraph 2.6: Agency Informagaeurity
Officer)

cénformation Technology means telecommunications,

automated data processing, databases, the Internet,
management information systems, and related infioma
equipment, goods, and services. It is in the istevéthe
Commonwealth that its public institutions of higleelucation
in Virginia be in the forefront of developmentstécthnology.
Therefore, the provisions of this chapter shallbb®tonstrued
to hamper the pursuit of the missions of the ingtihs in
instruction and research. (Soufede of Virginiag 2.2-2006.
Definitions)

Insecure: Unprotected information resource.

Inspection An official process whereby an information
resource is examined carefully and critically.

Instant messaging (sometimes called IM or IMingh
groupware type of communications service that exsabh
individual to create a private chat room with amotimdividual
in order to communicate in real time over the Inéty
analogous to a telephone conversation but usingbtesed, not
voice-based, communication. Instant messagingrdiffem
ordinary e-mail in the immediacy of the messagéarge and

nadlso makes a continued exchange simpler than spedinail
back and forth.
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Integrity: The computer security characteristic that ensures|
computer resources operate correctly, that datatses are
consistent, and that the stored information is eateu(i.e., the
data has not been inappropriately altered). Thasagtteristic
addresses the deliberate or inadvertent unautfbrize
manipulation of the information resource and howntintain
the security of the information resource undecafiditions.

Integrity Check:Reassures the recipient of a message that
message has not been altered since it was genénated
legitimate source (based on representation of imdgion as
numbers and mathematic manipulation of those nushber

Internet: An external untrusted worldwide public data netwq
using Internet protocols to which the Commonwesith
establish connections. The Commonwealth has noaanter
the Internet and cannot guarantee the confidemytiatitegrity,
or availability of its communications.

Intranet: The trusted multi-function (data, voice, video, gaa
facsimile, etc.) private digital network using Intet protocols,
which is operated and maintained for the conduct of
Commonwealth business.

Intrusion Detection: A method of monitoring traffic on the
network to detect break-ins or break-in attempitseei
manually or via software expert systems.

ISO/IEC 17799 A code of practice. As such, it offers
guidelines and voluntary directions for informatieecurity
management. It is meant to provide a high levelega
description of the areas currently considered irtgmnwvhen
initiating, implementing or maintaining informaticecurity in
an organization. The document does not currenthercall
areas of importance but is undergoing a thorougisic.

Key. A sequence of data used in cryptography to enayp
decrypt information. The keys must be known or aeduto
forge a digital signature or decrypt an encryptesdsage.

Key Escrow:The process of storing the encryption key with
third-party trustee to allow the recovery of endegptext.

Least Privilege:The minimum level of information, functiong
and capabilities necessary to perform a user'sduti
Application of this principle limits the damage tltan result
from accident, error, or unauthorized use of aarimftion
system.

Local Area Network (LAN):A short distance data
communications network used to link computers and
peripheral devices (such as printers, CD-ROMs, mxjle
under some form of standard control. A LAN can kieeded
with point-to-point wireless access points, thereby
extending the coverage area inside large buildimds

nearby buildings within the campus.
Log: To record an action.

Log File: A chronological record of operational and security-
related events that have occurred.

Logon ID: An identification code (normally a group of
theumbers, letters, and special characters) assignzd
particular user that identifies the user to thetimfation
resource. (See SEC501-01, Section 6, 6.1.3: Unitpee
Identification (ID))

rkMachine Account Accounts assigned to an information
resource or other automated process used to igewtions or
requests.

Malicious Code:Harmful code (such as viruses and worms)
introduced into a program or file for the purpo$e o
contaminating, damaging, or destroying informatiesources.
Malicious code includes viruses (boot sector, ififector,
multipartite, link, stealth, macro, email, etc.jojan horses,
trap doors, worms, and counterfeit computer insions
(executables). (See SEC501-01, Section 7,

Paragraph 7.4: Malicious Code Protection)

Media Access Control (MAC)The hardware address that
uniquely identifies each node of a network.

Metropolitan Area Network (MAN: A high speed data intra
city network that links multiple locations with aropus, city
or LATA.

Mission Critical Facilities Securing the data center’s physical
surroundings as well as data processing equipmsitte and
the systems supporting them to achieve the avhilagoals

of mission critical facilities. (See SEC501-01, tgat 10,
Subparagraph 10.2.2: Security of Mission Criticatifties)

Monitoring: Listening, viewing, or recording digital
atransmissions, electromagnetic radiation, sound vésual
signals.

, Network: A series of points or nodes interconnected by
communication paths. Networks can interconnect wflter
networks and contain sub-networks. The term network
includes LAN, WAN, MAN, and Campus.

Network Accountability:The process of associating users or
information resources with a specific network agit@l subnet
to a network.

Network PerimeterA clearly defined boundary established to
control the traffic between external untrusted sesrand the
internal trusted network.

Node:A discrete information resource that is connected t
communications network and participates in theinguof
messages within that network.
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Nonpublic Available Information ResourceAn information
resource available only to those users with adrese
Commonwealth Intranet, Extranet, or other contoblle
resources.

Pre-Shared KeyA TKIP or CCMP pass-phrase used to
protect your network traffic in WPA and WPA2. Some
manufacturers use the term "pre-shared secretadst

Privacy: The rights and desires of an individual to limi¢ th

Nonrepudiation: A security property that assures the sendef disclosure of individual privacy information.

cannot deny that he sent the message and theamicgainnot
deny that he received it.

Non-sensitive Information:Any Commonwealth information
resource that is publicly available. (See SEC501Sgttion 7,
Subparagraph 7.3.3: Classification Labels)

Object ReuseReassignment and reuse of storage medium
contains one or more objects, after ensuring tbaesidual
data remains on the storage medium.

Official Commonwealth SourceA source approved by
authorized Commonwealth management.

Off-site StorageThe process of storing vital records in a
facility that is physically remote from the primasige. The
facility should be at least 500 yards from the priynsite and
offer environmental and physical access protection.

One-time PasswordA password that can only be used one
time.

Operational WorkaroundsManual procedures implemented
in the event that the RTO will not be met. Thesscpdures
will be sustained until the information resourcedstored or
the business continuity and contingency plan idémented.

Out-of-Band CommunicationsOut of Band, a way to send
information (e.g., files) outside the context ofmal
communications. Out of band communications proegide
secondary communications channel for emergencig®an
redundancy. (See SEC501-01, Section 13, Paragfagh 1
Out-of-Band Communication Alternatives)

Password:A unigue string of characters that, in conjunction
with a logon ID, authenticates a user’s identity.

Penetration TestinglUsing teams of specialists to attempt tq
circumvent the security features of an informatiesource to
identify security weaknesses.

Personnel:All Commonwealth employees, contractors, and
subcontractors, both permanent and temporary.

Personal Identification Number (PIN)A short sequence of
digits used as a password.

Pilot Project: The initial implementation of a previously
untested idea or system that is intended to leedilaitity to a
project. Also known as a proof of concept project.

Plain Text MessageA message that is sent without
encryption.
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Privacy Officer See Agency Privacy Officer

Private Key:The undisclosed (secret) key in a matched key
pair — private key and public key — used in publig ke
cryptographic systems.

thRtivileged User:A user of an information resource that is able

to perform operations not afforded normal user$ asc
system management functions.

Proprietary Information: Material and information relating to
or associated with a company’s products, busiress,
activities. This information must have been devetbfor or

by the company and must not be available withostticion
from another source.

Public Key:The key in a matched key pair — private key and
public key — that is made public (e.g., posted puhlic
directory) for public key cryptography.

Public Key CryptographyCryptography in which the
encryption process is publicly available and ungeted but in
which a part of the decryption key is protectedhsd only a
party with knowledge of both parts of the decryptarocess
can decrypt the cipher text.

Publicly Available Information ResourceAn information
resource available through publicly available meaosh as
the Internet.

Re-accreditation See accreditation.

Re-certification: See certification.

Recovery:Activities beyond the initial crisis period of an
emergency or disaster that are designed to retfmmation
resources to normal operating status.

Repudiation Denial that one did or said something.

Residual Risk:The portion of risk that remains after security
measures have been applied.

Restoration Activities designed to return damaged facilities
and equipment to an operational status.

Restricted Data/InformationInformation that is restricted
based on Commonwealth regulations. (See SEC501-01,
Section 7, Subparagraph 7.3.3: Classification Lgbel

Revoke:To withdraw, repeal, rescind, cancel, or annul.

Risk: The possibility of loss or injury based on the likeod
that an event will occur and the amount of harm



that could result. (See SEC501-01, Section 2, Paphg?.3:
Risk Assessment)

Risk Assessmenffhe process of identifying the
vulnerabilities, threats, likelihood of occurrenpetential loss
or impact, and theoretical effectiveness of segumeasures.
Results are used to evaluate the level of risktartbvelop
security requirements and specifications. . (Se@85pE-01,
Section 2, Subparagraph 2.3: Risk Assessment)

Risk Mitigation: The continuous process of minimizing risk
applying cost-effective security measures commextswith
the relative threats, vulnerabilities, and the eadfiresources
to be protected. (See SEC501-01, Section 2, Pautagd:
Risk Mitigation)

Roles and ResponsibilityRoles represent a distinct set of
operations and responsibilities required to perfsome
particular function that an individual may be assid. Roles
may differ from the individual's business title. i$ldocument
contains the roles and responsibilities associattd
implementing information security. The roles and
responsibilities are organized as followas High-Level Roles
and Responsibilities: Roles and responsibilitiesridividuals
authorized to develop and implement the informagieourity
program. Also included are the high-level respailisés for
officers, managers, and all personnel. b. Roles and
Responsibilities in Detail: Identifies the rolestailed
responsibilities, and information security actiegtirelated to
the information security standard described in esagttion.
(See SEC500-02, Section 2: Roles and Respongb]iti

Router. A device or, in some cases, software in a conipute
that determines the next network point to whictaekgt of
data should be forwarded toward its destination

Secure:A state that complies with the level of security
controls that have been determined to provide aatequ
protection against adverse contingencies.

technical measures) established to protect the
Commonwealth’s sensitive information and systemshS
security measures not only are aimed at protegtiivgcy, but
are aimed at ensuring the authentication, integsigurity,
reliability, and availability of information system

Security Audit:An independent review and examination of a
system's policy, records, and activities to deteenthe
adequacy of system controls, ensure compliance with
established security policy and procedures, déreetches in

Dysecurity services, and recommend any changesrinat a

indicated for countermeasures. The basic audittigeis to
establish accountability for system entities thdtiate or
participate in security-relevant events and actidhsis, means
are needed to generate and record security adiditriation
and to review and analyze the audit trail to disc@and
investigate attacks and security compromises. §&#e501-
01, Section 13, Paragraph 13.4: Information Secitditing)

Security Architecture:The logical and physical security
infrastructure made up of products, functions, fioces,
resources, protocols, formats, operational seqsence
administrative and technical security controls,,atesigned to
provide the appropriate level of protection forimhation
resources.

Security Breach:The violation of an explicit or implied
security policy that compromises the integrity, illity, or
confidentiality of an information resource.

Security Controls:The protection mechanisms and controls
prescribed to meet the security requirements Spddiér an
information resource. Security controls may inclbdé are not
necessarily limited to: hardware and software dgcteatures,
operating procedures, authorization and accouittabil
procedures, access and distribution controls, memagt
constraints, personnel security, environmentalrotsitand
physical control areas, structures, and deviceso Ahlled
security safeguards and countermeasures.

Secure Enclavelntranet area that provides increased securitgecurity CountermeasureSee Security Controls.

additional perimeter protection, and access confmlvalued
information resources.

Secure Shell (SSH)A program to log into another computer|
over a network, to execute commands in a remotdimac
and to move files from one machine to anotherrdvjoles
strong authentication and secure communicationsiagecure
channels.

Secure Sockets Layer (SSLAn industry standard protocol
for transmitting private documents via the Inter&$L works
by using a public key to encrypt data that is tfammed over
the SSL connection.

Security Security consists of the controls and processes (
policies and procedures, design and implementation
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Security FeaturesThe security-relevant functions,
mechanisms, and characteristics of hardware aroae.

Security Incident:An adverse event or situation, whether
intentional or accidental, that poses a threab¢aritegrity,
availability, or confidentiality of an informatioresource. A
security incident includes an attempt to violateeaplicit or
implied security policy.

Security Infrastructure: The facilities, hardware, software,
services, protocols, and applications used to tnénstore,
process, display, and print information.

Security MechanismsSee Security Controls.

Security Plan:A strategy for achieving the appropriate level
of security controls to be applied. A security pianlesigned
to identify the appropriate security controls foe information
resource and the strategy for their



implementation. The areas to be addressed incladiare,
software, connectivity, information, personnel, igtieg and
computing environment, administration, and managgme

Security RequirementsThe types and levels of protection
necessary to adequately secure the informationureso

Security SafeguardsSee Security Controls.

Security ServiceA service provided by the security
infrastructure to help protect an information reseu

Security SpecificationsA detailed description of the
safeguards required to meet the security requirtsreerd to
adequately protect an information resource fronuthaized
(accidental or intentional) disclosure, modificatio
destruction, or denial of service.

SegmentA specially-configured subset of a larger network
The boundaries of a network segment are establisped
devices capable of regulating the flow of packets and out
of the segment, including routers, switches, hbhkdges, or
multi-homed gateways (but not simple repeaters);

Sensitive Data or InformationAny data or information that
has restrictions placed upon its access within the
Commonwealth or its disclosure outside of the
Commonwealth, as determined by State or Federait8sa
(See SEC501-01, Section 7, Subparagraph 7.3.3sifidasion
Labels)

Sensitive Information Resource€ommonwealth informatior
resources that store, process, or transmit seasitfarmation
and/or are susceptible to fraud. (See SEC501-Q2i0Be7,
Subparagraph 7.3.3: Classification Labels)

Separation of DutiesAssignment of responsibilities such th
no one individual or function has control of anienprocess.
Implied in this definition is the concept that noegperson
should have complete control. Having adequate gatjom of
duties has a major impact on ensuring that accoilitysand
responsibility for access to information systemsé&ntained
and monitored. (See SEC501-01, Section 11, Paradrh2:
Separation of Duties)

Server:An information resource or a set of processes on arn
information resource providing services to cliestsoss a
network.

Service Set Identifier (SSID)A unique identifier attached to
the header of packets sent over an IEEE 802.11esg8e
network that acts as a password when a mobile eefiempts
to connect. The SSID differentiates one wirelesa/ark from
another, so all devices attempting to connectspegific
wireless network must use the same SSID: Otherstéom
SSID include network name, preferred network, ES Siial
Wireless LAN Service Area.

12/3/2007 -24 -

Shared AccountsA logon ID or account utilized by more
than one entity.

Shared Secrettnformation known only to the user and the
resource responsible for authentication.

Sign: The process of using a private key to generatgitatli
signature as a means of proving generation or appod a
message.

Signature: A quantity associated with a message that only
someone with knowledge of a user’s private key ddave
generated but which can be verified through knogaedf the
user’s public key.

Simple Network Management Protocol (SNMP):standard
for gathering data about network traffic and thiadxéor of
network components.

Site Accountability The process of associating users or
information resources with a specific location.

Smart CardsA tangible object, usually the size of a plastic
credit card, which contains a built-in microproaesthat
stores and processes information.

Standard of Due CareThe customary practice of responsible
and sufficient protection of assets that refleatemmunity or
societal norm. Sufficient care of assets shouldhbmtained
such that recognized experts in the field wouldaghat
negligence of care is not apparent.

Standard of Due DiligenceThe level of judgment, care,
prudence, determination, and activity that a pergsounld
reasonably be expected to provide under a particula
circumstance. Due diligence is the prudent managearel

atexecution of due care.

State See"Commonwealth" or "state’

Strong Authentication:Authentication normally consisting of
two-factor or multi-factor authentication toolschuas a smart
card and PIN, or thumbprint and password that stpmm-
repudiation and conclusive tracing of an actioaro
individual. SeéAuthentication.

Threat: Any circumstance or event (human, physical, or
environmental) with the potential to cause harrarto
information resource in the form of destructiorsattbsure,
adverse modification of data, and/or denial of merby
exploiting vulnerability.

Time-out: A feature that automatically disables an applicgtio
disconnects an information resource, or locks d&exd after
a specified period of idleness.

TKIP: WPA's encryption method is the Temporal Key
Integrity Protocol (TKIP). TKIP addresses the wesdses of
WEP by including a per-packet mixing function, assege
integrity check, an extended initialization vectamd a re-
keying mechanism.



Token: A small tangible object that contains a built-in
microprocessor utilized to store and process in&ion for
authentication.

Training Accounts:Variants of individual or shared account
established on a specific information resourcecfassroom
training purposes.

Trusted: Recognized automatically as reliable, truthful, and
accurate, without continual validation or testing.

Untrusted: Characterized by absence of trusted status.
Assumed to be unreliable, untruthful, and inacautatless
proven otherwise.

User: An entity that attempts to access an information
resource. The entity may be an individual, a compur
another application.

User ID: A unique symbol or character string that is used b
an information resource to identify a specific uS&ae Logon
ID. (See SEC501-01, Section 6, 6.1.3: Unique User
Identification (ID))

Version Control: A management process to provide control
and traceability of updates to operating systendssaipporting
software.

Virtual LAN: a network of computers that behave as if they
are connected to the same wire even though they manalct
be physically located on different segments of &LA

Virtual Private Network (VPN):A private data network that
makes use of the public telecommunication infrastme,
maintaining privacy through the use of a tunnepingtocol
and security procedures.

Virus: See Malicious Code.

Vital Record:A document, regardless of media, which, if
damaged or destroyed, would disrupt business dpasaand
information flows and result in considerable incenience
and expense in order to recreate the record.

Vulnerability: A condition or weakness in security procedur
technical controls, or operational processes tkposes the
system to loss or harm.

Web BrowserAn application that enables users to
communicate remotely using Internet protocols sjtlcial
server-based applications.

Web ServerA server program that provides access to web
pages.
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Wide Area Network (WAN)A data telecommunications
network typically extending a LAN outside a builgjrover
common carrier lines, to link to other LANs thag ar
geographically dispersed. In some situations, gtoifgoint
5 wireless access points can be used to replacethman
carrier lines.

Wired Equivalent Privacy (WEP)A security protocol for
wireless networks defined in the IEEE 802.11 stashd&/EP
provides security by encrypting data over the radiwes as it
is transmitted from one end point to another inir@less LAN,
i.e., from access point to laptop. (See SEC501settion 5,
Paragraph 5.2: Wireless Security)

Wi-Fi Protected Access (WPAR vendor consortium
agreement based on an early draft of 802.11 idour®
wireless LAN implementation. The agreement covesing
TKIP to enhance wireless encryption and security by
implementing message integrity checks, betteralitation
y vectors and dynamic keys. WPA also provides for. B2
authentication. (See SEC501-01, Section 5, Parhdgrap
Wireless Security)

Wi-Fi Protected Access version 2 (WPA2) (IEEE 8021
Robust Network Security) IEEE standard for securéreless
LAN implementation The standard is a collection of security
features, like IEEE 802.1 X, not a single solufioitself. (See
SEC501-01, Section 5, Paragraph 5.2: Wireless $gcur

Wireless devicesAny devices, including laptops, notebook
personal computers with wireless network interfeaes or
desktops, that can connect to the state's wiragdamketutilizing
802.11 a, b or g technologies. (See SEC501-01idBes
Paragraph 5.2: Wireless Security)

Wireless LAN GatewayAn intermediary device designed to
provide segmentation of the wireless LAN from thecd/
LAN. Such devices include routers, firewalls, amtwork
switches capable of providing VLAN segmentatioredS
SEC501-01, Section 5, Paragraph 5.2: Wireless $gcur

that allows personnel to access and use informagisources.

es,
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Workstation: A terminal, computer, or other discrete resource



APPENDIX A—IT SECURITY POLICY AND STANDARD
EXCEPTION REQUEST FORM (for state agencies)

Any Agency requesting an exception to any requirement of this policy andlgiied Standards must
submit the form on the following page.
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IT Security Policy & Standard Exception Request Form

Date of Request:

Requester: Agency Name:

IT Security Policy or Standard to which an exceptio  nis requested :

In each case, the Agency requesting the exception must

1. Provide the Business or Technical Justification  for not implementing the Standard:

2. Describe the scope and extent of the exception:

3. Identify the safeguards to be implemented to mitigate risks associated with the
exception:

4. Define the specific duration of the exception (not to exceed six (6) months):

Approved

Agency Head Date

Chief Information Security Officer of the Commonwea Ith (CISO) Use Only

Approved Denied Comments:

CISO Date

Agency Request for Appeal Use Only

Approved Comments:

Agency Head Date

Chief Information Officer of the Commonwealth (CIO) Office Use Only (Appeal)

Appeal Appeal
Approved Denied Comments:
CIO Date
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APPENDIX B — IT SECURITY POLICY AND STANDARD
EXCEPTION REQUEST FORM (for VDSS use)

Any Division/Office/District/Regional/Local Social Servicg@ncy requesting an exception to any
requirement of this policy and the related Standards must submit therfiaima following page.
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IT Security Policy & Standard Exception Request Form

Date of Request:

Requester: Division/Office/District/Regional/Local Social Service
Agency.

IT Security Policy or Standard to which an exceptio  nis requested :

In each case, the Division/Office/District/Regional/Local Social Service Aggnequesting the
exception must

1. Provide the Business or Technical Justification  for not implementing the Standard:

2. Describe the scope and extent of the exception:

3. Identify the safeguards to be implemented to mitigate risks associated with the
exception:

4. Define the specific duration of the exception (not to exceed six (6) months):

Approved

Agency Head Date

Information Security Officer of the Commonwealth (| SO) Use Only

Approved Denied Comments:

1ISO Date

Division/Office/District/Regional/Local Social Service Aggy Request for Appeal Use Only

Approved Comments:

Division/Office/District/Regional/Local Social Service Aggy Director Date

VDSS Chief Information Officer (CIO) Office Use Only (Appeal)

Appeal Appeal
Approved Denied Comments:
ClOo Date
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